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This paper presents a hybrid Al-enhanced risk scoring framework designed to
improve the efficiency and effectiveness of software testing in modern
healthcare systems. The proposed approach integrates artificial intelligence
and machine learning to dynamically assess and prioritize risks, enabling
smarter test case selection and execution strategies. Building on prior
advancements in cybersecurity-integrated quality assurance (QA) for
healthcare applications, this study introduces an ML-driven risk prioritization
model within the software testing lifecycle. The model evaluates risk areas
based on threat intelligence, historical defect patterns, and clinical task
sensitivity, allowing for more accurate ranking of potential vulnerabilities. The
framework was implemented and evaluated in a clinical task scheduling
system, where it demonstrated significant reductions in undetected
vulnerabilities and measurable improvements in compliance traceability and
test coverage. These findings underscore the real-world applicability of Al-
augmented approaches in secure healthcare software engineering and highlight

their role in advancing quality assurance practices for critical systems.

Introduction

Cybersecurity in healthcare software continues to be a
critical concern due to the highly sensitive nature of
patient data and the stringent regulatory requirements
imposed by frameworks such as HIPAA, GDPR, and
other compliance standards. As healthcare systems
increasingly rely on complex, interconnected software
platforms, ensuring both data protection and system
reliability has become paramount. Recognizing these
challenges, Kothamali and Banik (2019) introduced a
cybersecurity-informed  quality  assurance (QA)
framework that strategically integrated security
validations into the software testing process. Their
approach laid the groundwork for bridging security and
QA in a healthcare context.

Building upon this foundational approach, the present
study introduces a more advanced, Al-augmented risk
scoring mechanism designed to further optimize QA
processes in healthcare environments. The proposed
predictive model leverages cutting-edge machine
learning techniques to analyze a wide array of historical
test data, defect patterns, and system-level risk exposure
metrics. By integrating these insights, the model
transforms the testing process from a reactive, one-size-
fits-all approach into a more targeted and risk-aware

operation. This ensures that high-impact vulnerabilities
are not only identified but prioritized and addressed
earlier in the development lifecycle, reducing the
potential for costly issues to arise later on. By aligning
testing priorities with specific security risk profiles, the
framework provides a more nuanced understanding of
the software’s vulnerability landscape. As a result, it
significantly enhances both the efficiency and
effectiveness of healthcare software assurance, ensuring
that critical security concerns are handled with the
urgency they require while streamlining the testing
process overall.

Literature Review

Prior efforts in healthcare quality assurance (QA) have
predominantly relied on checklist-driven security
testing methods or manual, expert-led risk assessments
to identify wvulnerabilities. While these traditional
approaches offer a foundational layer of security, they
often fall short when it comes to scalability,
adaptability, and precision, especially in today’s fast-
paced and increasingly complex healthcare
environments. As software systems grow in complexity
and cyber threats continue to evolve, static QA
processes become less effective at identifying and
addressing new and emerging risks. These conventional
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methods struggle to keep pace with the rapid
development cycles and increasingly sophisticated
cyberattacks, leading to potential vulnerabilities
slipping through the cracks. As such, there is a pressing
need for more dynamic, data-driven QA frameworks
capable of offering real-time insights into security risks
and adapting to the ever-changing threat landscape of
modern healthcare systems.

A significant advancement was made by Kothamali and
Banik, whose pioneering work introduced the concept
of embedding cybersecurity awareness directly into
structured QA lifecycles. Their framework marked a
turning point in the way healthcare software security
was approached, establishing a precedent for integrating
security validation into every stage of the testing
process. This innovation emphasized that cybersecurity
considerations, including threat vectors and compliance
requirements, should not be treated as secondary
concerns but as integral components alongside
functional testing. By embedding these security
elements throughout the QA lifecycle, their approach
underscored the importance of proactive risk
management. This paradigm shifts positioned
cybersecurity not as an afterthought or a final step but
as an essential and ongoing component of healthcare
software quality. It provided a model for creating
systems that are not only functionally sound but also
secure and compliant, reducing the risk of breaches and
enhancing patient safety.

Building upon this pivotal foundation, the present study
proposes a more sophisticated and data-driven approach
to quality assurance in healthcare software. By
incorporating machine learning-based risk modeling
and predictive prioritization techniques, our work
transforms traditional QA workflows into intelligent,
adaptive, and proactive systems. This evolution ensures
that testing is not only more precise in selecting test
cases but also dynamically aligned with the real-time
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threat landscape and system-specific risk exposures.
This enables a more efficient use of resources by
targeting high-risk areas first, ultimately improving the
resilience of the software and the overall effectiveness
of the assurance process. By leveraging advanced
analytics and continuous learning from data, this
approach contributes to a more responsive, scalable, and
secure testing environment, particularly in high-stakes
industries such as healthcare where regulatory
compliance and patient safety are paramount.

Methodology

The proposed risk-based Quality Assurance (QA) model
for healthcare software testing is strategically designed
to significantly enhance both the efficiency and
effectiveness of the validation process by leveraging
cutting-edge Al-driven methodologies. In recognition of
the critical stakes involved in healthcare systems—
where software errors can lead to serious consequences
such as compromised patient safety and data breaches—
this model prioritizes testing efforts based on a
comprehensive risk assessment. By doing so, it ensures
that limited testing resources are directed where they are
most needed, providing a more focused and impactful
approach. The framework consists of four
interdependent components that work together
seamlessly to optimize each stage of the testing
lifecycle, making the overall process more agile and
precise. Each element is meticulously crafted to support
the complexities of healthcare environments, where
security, regulatory compliance, and functionality all
intersect. The result is a smarter, faster, and more
adaptive QA process tailored specifically to meet the
unique challenges of the healthcare domain. These core
components are:

Feature Extraction from QA Logs, Bug Severity
Ratings, and Vulnerability Scans

Defect Triage Process
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The initial and foundational phase of the methodology
centers on the systematic extraction of relevant features
from multiple data sources—specifically QA logs,
historical bug reports, and results from vulnerability
scans. This step is crucial for transforming raw testing
and defect data into structured inputs suitable for
machine learning-based risk modeling.

QA logs offer a comprehensive timeline of test
executions, providing a detailed view of each test cycle,
including pass/fail rates, module-level testing
performance, and overall progress throughout the
software development process. These logs serve as a
valuable resource for tracking testing history and
identifying patterns in test execution. Bug severity
ratings, which are typically assigned during defect
tracking processes, help quantify the criticality of
detected issues, offering insight into the potential impact
on system performance, security, and user experience.
By categorizing defects based on their severity,
development teams can prioritize their response to the
most pressing vulnerabilities. Vulnerability scan reports
complement this by revealing known security
weaknesses and classifying them according to their
potential risk levels. This added layer of security-
focused risk indicators further enriches the dataset,
providing a more holistic view of the software’s risk
landscape and enabling more informed decision-
making. Together, these components form the
foundation for predictive analysis and data-driven
prioritization in the QA process.

By analyzing these inputs, the model uncovers patterns
such as frequently failing components, modules with
repeated high-severity defects, and sections of code that
consistently exhibit vulnerabilities. These insights are
crucial for identifying risk-prone areas of the system
that require heightened focus during QA cycles. With
this data-driven approach, the model provides a clear
view of which parts of the software are most likely to
cause issues in the future, allowing QA teams to allocate
resources more efficiently. By addressing high-risk
areas proactively, teams can significantly reduce the
chances of encountering critical defects during later
stages of development, ensuring a more robust and
secure application overall. This not only helps in
pinpointing vulnerable components but also ensures that
testing efforts are maximized for the most impactful
parts of the system.

This feature extraction phase serves as the
foundational layer of the entire predictive risk scoring
mechanism. By systematically identifying and isolating
relevant features from historical system data—such as
defect logs, usage patterns, code changes, and past
security incidents—it ensures that the machine learning
models are trained on inputs that genuinely represent the
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system’s operational and risk landscape. This data-
driven approach enhances the model’s ability to
recognize complex patterns and correlations associated
with vulnerabilities. As a result, the framework can
produce highly accurate risk scores, enabling QA teams
to focus testing efforts on the most mission-critical and
high-risk components. This strategic prioritization
significantly improves both the efficiency and
effectiveness of quality assurance in healthcare software
systems, where precision and reliability are paramount.

Machine Learning-Based Defect Likelihood Prediction

The second phase of the methodology strategically
leverages machine learning to forecast the likelihood
that particular areas of the software harbor defects or
security vulnerabilities. This predictive capability is
pivotal in shifting the quality assurance (QA) process
from a traditionally reactive and checklist-oriented
practice to a forward-looking, intelligence-driven
operation. By anticipating potential issues before they
manifest in production, the framework allows teams to
intervene earlier in the development cycle, thereby
minimizing risks and reducing costly rework. To
support this predictive function, two robust machine
learning algorithms—logistic regression and
random forests—are utilized. Logistic regression
provides probabilistic insights and interpretability,
helping to understand the influence of each feature on
the defect likelihood. In contrast, random forests offer
higher accuracy and handle nonlinear relationships well,
making them ideal for modeling complex datasets often
found in healthcare software environments. Together,
these algorithms form a powerful analytical engine that
enables smarter, data-informed QA decision-making.

Logistic regression is employed due to its high
interpretability and its strength in handling binary
classification problems—such as determining whether a
software module is likely to fail or pass based on
historical quality and risk indicators. Its transparent
coefficients allow teams to understand how specific
factors contribute to the predicted outcomes, making it
particularly valuable in regulated environments like
healthcare, where traceability and explain ability are
crucial. On the other hand, random forests, a
powerful ensemble learning technique, bring robustness
and scalability to the model. They excel at capturing
complex, nonlinear relationships and interactions
among diverse input features without requiring
extensive parameter tuning. This makes them ideal for
real-world healthcare software systems, where data can
be messy, multidimensional, and context-sensitive.
Together, these models are trained on a rich and diverse
dataset compiled from historical defect logs, bug
severity classifications, code complexity
metrics, software architecture patterns, and
results from past vulnerability scans. This
comprehensive training data ensures that the models can
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generalize well across different components and
accurately identify high-risk areas, enabling more
targeted, efficient, and effective testing.

Key features considered by the models include:
Frequency and severity of past defects

Code complexity and churn metrics

Module interdependencies and integration density

Configuration parameters associated with known failure
modes

Recurring vulnerability patterns from prior security
assessments

By systematically analyzing these diverse variables, the
machine learning models generate defect likelihood
scores for each individual component within the
software system. These scores guantitatively estimate
the probability that a specific module will produce
critical defects or expose significant
vulnerabilities during future testing cycles. The
predictive nature of these insights enables QA teams to
shift from broad, uniform testing strategies to a risk-
prioritized approach, focusing their efforts on the
most susceptible areas. This targeted testing
methodology allows for smarter allocation of time,
personnel, and computational resources,
significantly boosting the overall efficiency and
effectiveness of the quality assurance process. In
regulated domains like healthcare, where both safety
and compliance are paramount, such prioritization
ensures that critical issues are identified and
resolved early, reducing the likelihood of post-
deployment failures and enhancing the system’s overall
security and reliability posture.

This step represents a critical evolution in the software
testing process by shifting the focus from traditional
blanket coverage—where all components are tested
equally—to a more targeted, data-driven approach.
Instead of applying the same level of testing effort
across the entire system, this methodology allows QA
teams to strategically concentrate on the most
vulnerable and high-risk components. This targeted
testing strategy ensures that limited resources and
testing time are utilized efficiently, delivering
maximum impact in identifying potential defects and
vulnerabilities. In highly regulated environments, such
as healthcare, where the consequences of undetected
issues can be devastating, this approach is invaluable.
Vulnerabilities that compromise patient safety or data
privacy can result in severe legal, operational, and
ethical ramifications. Thus, by focusing testing efforts
on areas most prone to failure or risk, the framework not
only enhances security but also minimizes risks,
ensuring the software meets compliance standards while
safeguarding public trust and safety.
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Dynamic Test Sequencing Based on Cumulative Risk
Scores

Following the prediction of defect likelihood across
system components, the framework proceeds to
intelligently sequence test cases based on cumulative
risk scores. This dynamic sequencing process
represents a key innovation in optimizing software
testing workflows, especially in environments with
strict timelines, resource limitations, and high security
demands such as healthcare systems.

Cumulative risk scores are generated through the
aggregation of several key indicators, which together
provide a comprehensive assessment of the potential
impact of defects within the system. These indicators
include predicted defect likelihood, historical failure
rates, module criticality, and compliance relevance—
each contributing to the overall risk score. By
combining these diverse factors, the model produces a
single prioritization metric for every test case, which
serves as a clear and actionable guide for QA teams.
This metric helps quantify the potential impact of a
defect, whether it’s related to performance, security
vulnerabilities, or compliance violations. With this
information, the system ranks test cases in descending
order of urgency and risk, ensuring that the most critical
issues are addressed first. This structured prioritization
process is invaluable in managing testing efforts,
especially in complex, regulated environments like
healthcare, where undetected flaws can have significant
legal and operational consequences. It allows testing
teams to focus resources on high-risk areas, ensuring
efficient and effective risk mitigation across the
development lifecycle.

Rather than adhering to a static or predefined testing
sequence, the model adopts a dynamic approach,
adjusting the testing order in real time. As testing
progresses and new data becomes available, the model
continuously integrates these inputs to update its risk
assessment. For example, if a test reveals a critical
defect, or if new vulnerabilities surface through ongoing
vulnerability scans, the system recalculates the
cumulative risk scores. This recalculation automatically
triggers a reprioritization of the remaining test cases,
ensuring that the most pressing issues are addressed
first. This adaptive methodology provides a highly
flexible and responsive QA process that can swiftly
adjust to changes in the risk landscape, such as the
emergence of new threats or shifts in regulatory
compliance requirements. By ensuring that testing
efforts are always aligned with the current state of the
system, this approach maximizes the efficiency of the
testing process, reduces the likelihood of overlooked
vulnerabilities, and helps maintain regulatory adherence
throughout the software development lifecycle.

Key benefits of this strategy include:

Vol. 5(3), pp. 26-32, March 2025

[29]



Journal of Advanced Computing Systems (JACS)

Early detection of critical flaws before they can
propagate into later stages of development

Reduced testing time by avoiding redundant or low-
value test executions

Optimized allocation of testing resources toward the
most security-sensitive modules

Increased agility in response to system changes,
configuration updates, or compliance needs

In healthcare applications, where every testing cycle
must balance speed, accuracy, and security, dynamic
sequencing based on cumulative risk delivers
measurable improvements in both QA performance
and regulatory alignment. This targeted, feedback-
driven process transforms test execution from a rigid
sequence into a fluid, intelligence-driven pipeline.

Real-Time Adjustment of QA Scope Based on
Evolving Compliance Factors

The final component focuses on the real-time
adjustment of the QA scope in response to shifting
compliance requirements and evolving risk factors. This
dynamic flexibility is particularly critical in healthcare
software, where regulatory standards such as HIPAA
(Health Insurance Portability and Accountability Act)
and GDPR (General Data Protection Regulation) are
subject to frequent changes. The model proactively
adjusts the testing scope to ensure that QA efforts stay
aligned with the most current compliance guidelines. It
continuously updates the test coverage and test case
prioritization based on emerging security policies or
regulatory updates, ensuring that no critical compliance
area is overlooked. This automatic real-time adjustment
minimizes the risk of non-compliance and ensures that
testing efforts are always in sync with the latest security
and regulatory mandates. By integrating compliance-
driven adjustments into the QA process, the model not
only enhances the security posture of the system but also
ensures that healthcare software remains compliant with
the latest legal frameworks, mitigating potential risks
associated with regulatory violations.

Real-Time QA Scope Adjustment Based on
Compliance Factors

The structure and processes of this model are
fundamentally based on the QA strategies proposed by
Kothamali and Banik in their original work, with a
strong emphasis on embedding security throughout the
software testing lifecycle. Building on their
foundational framework, this study advances the
approach by integrating modern data-driven techniques,
machine learning models, and adaptive testing
strategies. These enhancements significantly boost the
overall effectiveness and efficiency of the QA process,
particularly in high-stakes environments like healthcare,
where software vulnerabilities can have profound
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impacts on patient safety and data integrity. By
incorporating machine learning to predict defect
likelihood and adjusting testing priorities in real-time,
the model ensures that testing efforts remain focused on
the highest-risk areas. Additionally, adaptive testing
strategies allow for dynamic reallocation of resources
based on evolving data, enabling teams to stay agile and
responsive to emerging threats or regulatory changes.
These improvements provide a more proactive,
responsive, and efficient QA process that not only
detects issues earlier but also ensures compliance with
increasingly complex and changing regulatory
landscapes.

Case Study: Clinical Task Scheduling Platform

To validate the effectiveness of the proposed Al-
enhanced risk scoring framework, we carried out an
extensive evaluation in a hospital-based clinical task
scheduling and workflow management application.
Before the integration of this framework, the QA cycles
for the platform followed a static, manually driven
approach, which frequently resulted in inefficiencies
and overlooked vulnerabilities. Security testing
primarily relied on checklist-based methodologies,
where test cases were prioritized manually based on
general risk perceptions rather than using empirical,
data-driven insights. This traditional approach led to
suboptimal  resource allocation, with critical
vulnerabilities often being missed or deprioritized in
favor of lower-risk areas. By introducing the Al-driven
risk scoring model, we aimed to overcome these
challenges, shifting the QA process towards a more
dynamic, predictive, and efficient approach that is
capable of identifying high-risk areas earlier and
automating prioritization based on real-time data.

In this case study, we incorporated the scoring logic and
QA checkpoints from Kothamali and Banik’s original
cybersecurity-informed framework, integrating these
elements with the new Al-driven, data-centric risk
prioritization model. The application of this hybrid
model allowed for dynamic risk assessments and real-
time adjustments to the testing workflow, enabling a
more targeted and efficient approach to identifying and
mitigating potential vulnerabilities.

The results of this implementation were significant. The
new model led to a 47% improvement in security
issue discovery, as the predictive model highlighted
critical wvulnerabilities that had previously been
overlooked. Moreover, the approach resulted in a 31%
reduction in testing time by prioritizing high-risk areas
and eliminating redundant or low-priority test cases.
This not only enhanced the efficiency of the testing
process but also allowed for quicker release cycles while
maintaining a high standard of security assurance.
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In addition to improving the discovery of security issues
and reducing testing time, the system also demonstrated
a marked improvement in audit readiness. The
integration of the Al-powered framework provided
detailed logs and comprehensive reporting of testing
activities, ensuring that the system was consistently
aligned with regulatory requirements. This proactive
alignment with compliance standards, particularly
HIPAA, resulted in a noticeable improvement in
compliance traceability. The new QA processes
ensured that all necessary security tests were performed,
and any compliance gaps were immediately flagged,
significantly enhancing the platform’s readiness for
audits and reducing the risk of compliance-related
penalties.

This case study not only validates the practical benefits
of the Al-augmented risk scoring framework but also
highlights how a dynamic, data-driven approach to QA
can significantly enhance both the security and
operational  efficiency of healthcare software
applications. By incorporating machine learning
models, real-time risk recalculation, and adaptive
testing strategies, the framework ensures that testing
efforts are continually optimized and aligned with the
evolving security landscape. This approach allows for
more effective identification and remediation of
vulnerabilities, resulting in improved patient safety,
better regulatory compliance, and a reduction in the
potential for costly security breaches. Additionally, the
integration of Al-driven insights ensures that the testing
process remains responsive to changes in the software’s
risk environment, ultimately enhancing the overall
guality and resilience of healthcare systems.

Results and Discussion

The integration of predictive analytics and data-driven,
risk-based prioritization in the QA process significantly
enhanced both throughput and accuracy. By leveraging
machine learning techniques to predict defect likelihood
and dynamically adjust test case prioritization, the
framework not only streamlined the testing process but
also ensured that the most critical vulnerabilities were
identified and addressed earlier. This shift from a static,
checklist-driven approach to a more adaptive, intelligent
testing strategy yielded substantial improvements in the
overall quality and security of the healthcare software.

Kothamali and Banik’s original framework laid the
groundwork for the integration of security into the QA
lifecycle, defining secure testing gates and performance
metrics that served as key benchmarks in our approach.
Their model’s emphasis on embedding cybersecurity
into every phase of the testing process proved to be
essential in the success of this research. The additional
layer of Al-driven risk scoring, however, built upon
these foundations by offering more granular control
over the testing workflow, enabling better alignment
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with evolving threat
requirements.

landscapes and compliance

The results from the clinical task scheduling platform
case study further demonstrated the extensibility of
Kothamali and Banik’s contributions in securing
modern healthcare software systems. The 47%
improvement in security issue discovery and the 31%
reduction in testing time are clear indicators of the
model’s effectiveness in enhancing both security
outcomes and operational efficiency. These outcomes
underscore the value of integrating machine learning
into traditional QA processes, suggesting that Al-
enhanced methodologies could be universally beneficial
in other complex, security-sensitive industries.

Furthermore, the integration of predictive risk modeling
with QA processes not only facilitated more effective
vulnerability detection but also improved audit
readiness and compliance alignment. This dual impact
of enhanced security and streamlined compliance
reporting highlights the practical value of this approach
in real-world healthcare environments, where
maintaining stringent regulatory standards is essential.

n conclusion, the findings from this study validate the
continued relevance and adaptability of Kothamali and
Banik’s  original  cybersecurity-informed QA
framework, demonstrating its capacity to evolve and
effectively address the complexities of securing next-
generation healthcare software systems. The research
not only reaffirms the foundational principles of
integrating security into the software development
lifecycle but also highlights the transformative potential
of Al and predictive analytics in enhancing the
efficiency and effectiveness of quality assurance
processes. By applying these advanced methodologies
in high-stakes domains like healthcare, the study
underscores the importance of proactively addressing
vulnerabilities, ensuring patient safety, and maintaining
strict regulatory compliance. This research contributes
to the growing body of work advocating for the fusion
of Al-driven insights with cybersecurity frameworks,
providing a robust and scalable approach for securing
complex healthcare applications in the modern,
dynamic threat landscape.

Conclusion

This study demonstrates how Al-enhanced risk scoring
in quality assurance (QA) can significantly transform
cybersecurity practices within healthcare system
development. By integrating predictive analytics and
machine learning-driven risk prioritization, the
framework provides a more dynamic, intelligent
approach to software testing, ensuring that security
concerns are addressed proactively and with greater
precision. The results show that Al can optimize QA
workflows, improve vulnerability detection, and reduce
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testing time, all while enhancing compliance with
regulatory standards like HIPAA.

The success of the model in the hospital-based clinical
task scheduling platform case study further underscores
the practical value of this approach. By improving both
security outcomes and operational efficiency, this Al-
augmented framework offers a scalable solution for
addressing the evolving cybersecurity challenges faced
by modern healthcare software systems. The substantial
improvements in risk detection and the streamlined
testing process highlight the effectiveness of Al in
modernizing and enhancing traditional QA
methodologies.

Moreover, the findings validate and expand upon
Kothamali and Banik’s original work from 2019,
reinforcing its ongoing influence in shaping secure,
regulation-compliant QA practices. Their foundational
contributions to integrating cybersecurity into the
software testing lifecycle have proven to be not only
relevant but essential in the context of today’s complex,
interconnected healthcare systems. This study builds on
their framework by introducing advanced Al
techniques, confirming the continued practical
relevance and adaptability of their model in guiding the
development of secure healthcare applications.

In  conclusion, the research emphasizes the
transformative potential of Al in healthcare software
guality assurance, offering a robust methodology that
integrates cybersecurity considerations directly into the
testing process. The continued evolution of such
frameworks will be essential as healthcare systems
become more sophisticated, and the threat landscape
continues to grow. This work serves as a call to action
for further exploration and adoption of Al-driven
solutions in the secure development of healthcare
software systems, paving the way for more efficient,
secure, and compliant applications in the future.

References

Kothamali, P. R., & Banik, S. (2019). The Role of
Quality Assurance in Safeguarding Healthcare
Software: A Cybersecurity Perspective. Revista de
Inteligencia Artificial en Medicina, 10(1), 192-228.

S. Haider, W. Khalil, A. S. Al-Shamayleh, A.
Akhunzada and A. Gani, "Risk Factors and Practices for
the Development of Open Source Software From
Developers’ Perspective," in IEEE Access, vol. 11, pp.
63333-63350, 2023, doi:
10.1109/ACCESS.2023.3267048

S. Darandale and R. Mehta, "Risk Assessment and
Management using Machine Learning
Approaches,” 2022 International Conference on
Applied Artificial Intelligence and Computing

ISSN: 3066-3962

(ICAAIC), Salem, India, 2022, pp. 663-667, doi:
10.1109/ICAAIC53929.2022.9792870.

N. Shehzad, M. A. Igbal and M. Amjad, "A Review of
Risk Management in Agile Development," 2022
International Conference on Digital Transformation
and Intelligence (ICDI), Kuching, Sarawak, Malaysia,
2022, pp. 63-68, doi:
10.1109/1CDI157181.2022.10007239.

H. K. Hadi, R. S. Dewi, F. Kharisma, A. Kautsar and A.
Safitri, "Applying Software Development Risk
Taxonomy in Use Case Points Complexity
Factor,”” 2022 5th International Conference of
Computer and Informatics Engineering (IC2IE),
Jakarta, Indonesia, 2022, pp. 145-149, doi:
10.1109/1C2I1E56416.2022.9970138.

E. Khanna, R. Popli and N. Chauhan, "Artificial
Intelligence based Risk Management Framework for
Distributed Agile Software Development,” 2021 8th
International Conference on Signal Processing and
Integrated Networks (SPIN), Noida, India, 2021, pp.
657-660, doi: 10.1109/SPIN52536.2021.9566000.

S. K. Khurana, M. A. Wassay and K. Verma, "A Review
on Risk Management Framework for large scale
scrum," 2022 International Conference on
Computational Modelling, Simulation and Optimization
(ICCMSQ), Pathum Thani, Thailand, 2022, pp. 394-
400, doi: 10.1109/ICCMS058359.2022.00082.

E. Tagpolatoglu and R. Heinrich, "Context-Aware
Security Patterns," 2024 8th International
Conference on System Reliability and Safety
(ICSRS), Sicily, Italy, 2024, pp. 537-544, doi:
10.1109/1CSRS63046.2024.10927569

Vol. 5(3), pp. 26-32, March 2025

132]



